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Fleet sig] JIS

OS SFQ} ZHI01 SQL JIEtO] AIAEY &EH 215 ELHZ &2 PASS / FAIL 018

Policies

osquery

Controls Software Queries

Back to policies

CIS 1.1 - Ensure 'Allow Cortana Above
Lock' is set to 'Block’

Policies

/7 Author

You

This policy setting determines whether or not the user can interact with Cortana

using
speech while the system is locked.
The recommended state for this setting is: Block.

Resolve

To establish the recommended configuration via configuration profiles, set the

following
Settings Catalog path to Block.
Above Lock\Allow Cortana Above Lock

Tables 354

users

users

video_info

virtual_memory_info

vscode_extensions

dfinatuwork

Query

SELECT FROM WHERE

Compatible with: mac0S Windows Linux Chrome0QS

Target

macOs8 Windows Linux Chrome05S

RS
{") Linux

& Chrome0s

Columns

description

director)

BIGINT
gid_signed BIGINT
include_remote INTEGER

INTEGER
pid_with_namespace INTEGER
shell TEXT
type TEXT
uid BIGINT

tidl cirnodd RIGINT

Controls ftwe Queries Policies

Policies
Detect device health issues for all hosts

458 policies Updated 49 mins ago

Name

CIS 97.3 - Ensure "Minimum PIN Length' is set to '6 more chara...

CIS 8.3 - Ensure 'Allow Warning For Other Disk Encryption: Allo...
CIS 8.2 - Ensure 'Allow Warning For Other Disk Encryption' is s...

CIS 4.5.1 - Ensure 'MS3S: (AutoAdminLogon) Enable Automatic L...
CIS 4.11.7.2.9 - Ensure 'Require additional authentication at star...
CIS 4.11.7.2.7 - Ensure 'Choose how BitLocker-protected operat...
CIS 4.11.7.2.5 - Ensure 'Choose how BitLocker-protected operat...
CIS 4.11.7.2.4 - Ensure 'Choose how BitLocker-protected operat...
CIS 4.11.7.1.8 - Ensure 'Choose how BitLocker-protected fixed d...
CIS 4.11.7.1.7 - Ensure 'Choose how BitLocker-protected fixed d...
CIS 4.11.7.1.6 - Ensure 'Choose how BitLocker-protected fixed d...
CIS 4.11.7.1.5 - Ensure 'Choose how BitLocker-protected fixed d...
CIS 4.11.7.1.4 - Ensure 'Choose how BitLocker-protected fixed d...

CIS 4.11.7.1.3 - Ensure 'Choose how BitLocker-protected fixed d...

Manage automations v Add policy

Q. Search by name

Pass «

39 hosts

39 hosts

39 hosts

39 hosts

39 hosts

39 hosts

39 hosts

39 hosts

39 hosts

39 hosts

39 hosts

39 hosts

39 hosts

39 hosts

Fail

0 hosts

0 hosts

0 hosts

0 hosts

0 hosts

0 hosts

0 hosts

0 hosts

0 hosts

0 hosts

0 hosts

0 hosts

0 hosts

0 hosts
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Fleet (Self-hosted)

22 2L0IAMA ($0)

~$900

AWS EC2 (t3.medium) ~$480
AWS Lambda & Data Transfer ~$240

Others (Storage, etc.) ~$180

510000

59000

58000

JJJJJ

Commercial Tools

*20258 JIZ 3IH I 3 AWS ME2 2IX 2= HIiAHD|

Cost Savings

90%

Fleet (Self-hosted)
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CHAIEE & 21E

Splunk AlZst 2 Alert 74

CHA|

, Splunk CHAIZEQ & E!

JIE 24l (Traditional)

Weeks

pLY

Before

After

Before

After

Before

After

—&NEXl AIRL 2THI EF 61E

4 Al Accelerated

~ 1 Day

2~3 Days
0.5 Day

2~3 Days
0.25Day

2~3 Days
0.25Day

oH| 2tdokA

iSLICH

Al Contribution
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PASS
FAIL

Total

= 24

d=X) 188 20

| | |

Windows 11

Compliance

34%

126
245
371

35%9| 2ot J|&M(Natural State)2 MRHSLICE

Total Failed Items

Risks Found

A Start Point

macOS 15

Compliance

38%

PASS 33
FAIL 573
Total 87



ANMXH A2 X2

S A& D=

AlGIHI J1E 22t £ M1 AIZA IFEZEL S ALY HeEH FEE HISst F,

3-Tier 22 MIHIZ 2E610{ 30001 JH CIS HIXIOIE &=0| M XZ 2| A3 E HEA MIFASLICE

Tier 1 \ Tier 2 \ Tier 3 \

> Hot =M NO | —> ANEX SEF NO & = oMo XIHEE nNO
S=E 08?2 ) A=IF? ) Xstel=or )
= = =

© ol Xzl © ollel Xzl © oliel Mzl
CrowdStrike/Okta S AIEX G AR AR 52 Kot X

A
0l




9F 80%0| oI &F HML: QF AAE EE0I0{ HEGIUCH, 2 20%= AlQL 2i=610{ &S HiiEH HE6IASLILCE

== Windows

Open Source Project

OpenlntuneBaseline (OIB)

Microsoft Intune2 QIst HRELIE| == EHOt H|0|AZIRI TZ2HIE

% LHHXI &= (24 20%)

& 345t Intune Configuration ProfileE &E

@ macOoS

Open Source Project

MSCP (macOS Security Compliance Project)

JamfIt Zoist O] 912 A HE macOS Hot 8 &4 TZNE

JamfPro Compliance JISCE HE

LIOIEIE JISE 01256101 2 75%E 2E = ZAI A

75%

% LHHXI =2 (2 25%)

EH 248t Jamf Config Profile2 A&



SEH E2E Sct 29 280 214301 U= 14%0| =2 (el 22| BQI=E AZE6IASLICE

Tier 1
U HAUEZM/HOEE IS 5
-I 6 CrowdStrike £ Windows HI0IE & Okta IHARIE 7= Enterprise &€ JIs
ltems
Tier 2 et AISXH T (R E4)
Total
Exceptions 'I O .
TEMZAXAGE QT NRAR OIS S ouBt ALZ R 24 A1
ltems
. MTHE
MU FAILSH= = Tier 3 1® AI2XHHO|A Kol
14%0 sHEol= 252
221 A2 TSI KIQl K2I&t 'I 6 Autopilot Zx+ EsH Windows Hello Z& 6H HZ4 JIs ol QIX| J1Hk 24
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Windows 11

Authorized Exceptions

Compliance

Compliance

82%

93%

Total ltems

@ Applicable Items 100% Compliant
PASS 345 NS

Exceptions 26 Exceptions

Total 371 Total
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Fleet =J18 && » API Polling » Splunk Sgt ! MlAH|

A Challenge: Fleet Limitation

Config Drifte}t S& Z4¢2 ZH2|E 2I6H Fleet HIOIEE CHAIZEE F816H0F SH=I,

olE JISS NISSHAI &2 » FII1E API 28 ATJEEZ 6liZ

Data Pipeline Workflow
9 Fleet Server

Data Source

Cron Script
Periodic Polling (1h)

aws Lambda

Data Formatting

Splunk
Dashboard & Alert

HIEIOIE S5t 2ig| Splunk CHAIEE A gnes=s

3| E48 (Overall Compliance) o =rE S

Windows + macOS B8 E+8 Total Manitored Hosts:
84.54
Pass/Fall BE FWEY 548 (Compllance by Platform)

W EY Y
00

HEM~ 72% - T~ HE

87

BB T 7Y
AThe TR B E e

Fail, £.5% = 0
"
g
d
g % 8
3 compl... Windows
8 — macos
40
=
Pz, BAS%,
aE) 22 2mph 249 28m 263)
WINGOWS: macos 2026
platform _time:
A 2 prifc B Y
B U0 E-Z BHE Y
# HE AR 2 BAE o =70 3 BHY - HEHY 2 HAE 2 8
1 2026-02-0414:23:45 1810911 Ensure ‘Allow Basic Pass = Fail @ High
authentication’ Is Disabled
F] 2026-02-04 1115:22 [ 251 Ensure ‘Bluetooth Sharing'is  Pass = Fail @ Medium
disabled
3 2026-02-03 16:4218 u 2311 Ensure ‘Administrator Pass = Fall @ High
account status' Is Disabled
4 2026-02-03 093155 911 Ensure ‘Firewall state'is On  Pass = Fail @ High
(Damain) L]
Windows CIS FHE|32|S S48 macOs CIs FHEl D2 248
Windows OIS Calegaries (Lx ™ 193) macOS OIS Caleganes (1x ™ 63)
s
100
™
2 ¥
g s
4" ¢
2 5%
g @ compliance_rate g. I compitance_rae
3 8
=
%
ix 2x 3x 4x Sx 6x Tx #x Gx . - — - 1x 2x Ax ax Bux Bux
usmgmy cis_eategory
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